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Technology

The Essential Eight Emerging Technologies

Internet nf’ﬂhings

Augmented
Reality

Robotics

. ‘
Drones

3D printing

Blockchain

Artificial
Intelligence

Virtual
Reality

Source: PwC
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Evolution of business process automation

PwC

Evolution of business process automation

O

Macros and scripts
Enable business users
to automate rule-based
activities within a single
application

©

Robotic process
automation

Automates labor-Intensive
activities across multiple
systems by training or
programming software robots
fo replicate a user's workflow

Aka: RPA, digital labor, bots

O

Process orchestration
Reengineers existing business
processes by using software,
Integrating systems, and
restructuring labor to optimize
workflows

Aka: Intelligent business
process management

©

Autonomous intelligence
Automates decision-making
processes without human
Intervention while putting
controls Into place

O

Intelligent automation

Optimizes business processes
by using RPA and Al to Identify
pattems, learn over time, and
make predictions

Aka: cognitive computing,
smart workflows

pwe.com/automation
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Audit Committee Background
- Chairman & Members
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| Chief Audit Executive
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The Evolving Role of
Audit Committee and Auditor
in the Digital Age



Big Challenges 1n the Digital Age




Big Data
Credit rating

The bank offer loans to
individuals based on
their creditworthiness
analyzed with online
data. The credit rating
changes in real time.

security.

Bill Gates

BANKING IS
NECESSAR

Crowdfunding

A financing method that
involves funding a
project with relatively
modest contributions from
a large group of
individuals, rather than
seeking substantial sums
from a small number of
investors.

™)

Robo-advisors

Human intervention is
being replaced by robots
especially in the wealth
management .



NON-TECH INCUMBENTS WANT TO BE TECH
COMPANIES

“We are a technology company.”
Lloyd Blankfei

q'l'lli'llllilll
Sachs

Goldman Sachs - A Technology Company?

O Written by Brittany W, Posted on April 26, 2018

In early 2017, Lloyd Blankfein {Goldman Sachs CEOQ) stated “We are a technology firm. We are a platform.” Goldman Sachs still has a long way
fo go, but is taking steps in the right direction to effectively employ digital technelogies. What does this mean for the future of the traditional
investment banking industry? Is human capital still a bank’s greatest asset?



MANAGING MEETING
THE ENVIRONMENT CHANGES THE CUSTOMER’S

Cloud, Blockchain, Big
data, AI

Millennials / Gen?Z

Rise of FinTechs/non-banks

T, FATCA etc.

GDPR/Data Privacy

Source : Microsoft Envision - industry pressures in banking forcing change
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Traditional Banking Digital Banking

Location Anywhere
ohn

BRIl T N Y ____ A . B SR G
Mgde Customer chooses
©

_transaction _________________________ [P | .,
Nature Tailor-made

of Products

Source : Change management - Bank digitization (Cardiff Metropolitan University)

11



Audit Committee in the Age of Disruption
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Audit Committee in the Age of Disruption

Rethinking
risk oversight

9o
|
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Oversight of
Corporate Risk
Culture

Q

Talent

A

Cybersecurity

» Is there clarity on top
five strategic and
operational risks facing

the company?

* Is risk oversight
properly communicated
among the board’s
various committees?

PwC

Corporate risk culture
must be top of mind
for corporate boards,
and also for audit
committees given
their focus on ethics
and compliance and
the hotline process.

 Audit committees must
continue to help ensure
that technology is being
leveraged properly and in a
way that complements
and amplifies the strengths
of their human auditors.

* Does the company have
sufficient internal audit
resources?

The audit committee
can help assess the
policies and procedures
that management has in
place to help prevent
corporate espionage and
safeguard the ability of
the business to continue
uninterrupted.
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Internal Audit in the Age of Disruption
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What we need to change

o

Manual / 100% Data Audit Silo Collaboration with
Sampling working 15t and 274 lines of defense

g © 0 Collaborate with
« Compliance
=, o o >> * Operational Risk

 Financial Crime etc.
to ensure overall assurance
for the organization.

Population Population
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Data analy t1CS become a Game Changer for internal audit

Source :

DATA ANALYTICS :

MORE

ADDED VALUE LARGER
AND AUDIT COVERAGE

CREDIBILITY

MAXIMISATION
OF
PROFFESSIONAL
SKEPTICISM AND

SKILLS

BETTER
UNDERSTANDING

OF AUDIT
APPROACH

BETTER
ANALYSIS OF | ANALYSIS OF
AUDITED ENTITY EXCEPTION

THE FUTURE OF AUDIT (Institut des Réviseurs d’Entreprises)

JUDGMENT

EMBEDDED
IN THE AUDIT
APPROACH

16



Data analytics journey

o Create rules

= for significant areas
to identify suspicious
transactions

9 Sharpen the rules
by linking the suspicious
transactions with risk
behaviors

Link data from Data lake to

Run Q e g automatically

@—»l_ (
o5 o

Suspicious
transactions

1. Results of 15t line monitoring (BCC)

2. Volume of unusual transactions
i.e. transactions after branch hours

3. Risk characters i.e. In Mall, Large
branch, risky border areas

4. No. of incidents

5. Other specific relating risks e.g.
behavior, age, etc.

o Use advanced technology

. toidentify suspicious transactions

Machine Learning
a_' Suspicious

transactions
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Ordinary Auditor SSSS S Digital Auditor

What 1s
PiaehiEtstsa © mizll Risk assessment and
of Internal identify control the NEW
Auditing activity : : '
capabillitiles for
Leverage

Internal Auditor

technology to . o
in Digital era?

audit work
Analytical Thinkirngthterpersonal Skills

Robotic process

Writing Skills Influencing Communication automation (RPA)

Time Management Team Management Machine Learning New programming

— Predictive language -
. model Python, R
Driving change Strategic thinking Coaching
New cybersecurity 27
trends
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Conclusion of Internal Audit in the Age of Disruption

@

By continuing to focus
onrisk management,
control, and
governance, auditors
can help ensure that
processes are
designed and
operating effectively
- regardless of the
speed of disruption.

PwC

I%‘\

Engage with
Stakeholders

Align internal audit’s
work with the
expectations of
internal audit’s key
stakeholders.

Invest in Training on Put New Technologies
Disruptive to Work
Technologies
Develop an adaptive, Must take advantage
flexible, innovative of machine learning
staffing model to tap into and data analytics in
a highly specialized talent their audit
pool with technological processes — real-time
competence and the auditing should be a
ability to rapidly requirement as
understand and leverage organizations

new tools, techniques, and
processes.

implement new
business processes.
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This publication has been prepared for general guidance on matters of interest only, and does not constitute
professional advice. You should not act upon the information contained in this publication without obtaining specific
professional advice. No representation or warranty (express or implied) is given as to the accuracy or completeness of
the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers does not
accept or assume any liability, responsibility or duty of care for any consequences of you or anyone else acting, or
refraining to act, in reliance on the information contained in this publication or for any decision based on it.

© 2018 PricewaterhouseCoopers ABAS Ltd. PwC refers to the Thailand member firm, and may sometimes refer to the
PwC network. Each member firm is a separate legal entity. Please seewww.pwc.com/structure for further details.

At PwC Thailand, our purpose is to build trust in society and solve important problems. We’re a network of firms in
157 countries with more than 208,000 people who are committed to delivering quality in assurance, advisory and tax
services. Find out more and tell us what matters to you by visiting us at www.pwc.com/th.



